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Al is Everywhere!

& Live Science

DeepMind cracks 'knot' conjecture that bedeviled
mathematicians for decades

NS New Scientist

DeepMind Al helps study strange electrons in chemical
reactions

DeepMind Has Trained an Al to Control Nuclear Fusion

The Google-backed firm taught a reinforcement learning algorithm to control the fiery plasma inside a tokamak nuclear fusion rea(

0 Nature A i)
: . . ; %? z:b( - y
Highly accurate protein structure prediction with AlphaFold 53 5¥ o

Underpinning the latest version of AlphaFold is a novel machine learning
approach that incorporates physical and biological knowledge about...

15-Jul-2021
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Why Al Auditing?

® The Guardian

Colombian judge says he used ChatGPT in ruling

Juan Manuel Padilla asked the Al tool how laws applied in case of autistic boy's

medical funding, while also using precedent to support his...

Feb 2, 2023

Source: Google News
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Why Al Auditing?

® The Guardian
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Times of India
Jui

. Inafirst, Punjab and Haryana high court uses Chat GPT to
decide bail plea

Fel

CHANDIGARH: The Punjab Haryana high court on Tuesday became the first court in
India to have used Chat GPT technology (artificial...

New York Post

Judge asks ChatGPT to decide bail in murder trial

It was a Chat-torney at law. Don't trust fallible humans to decide a court verdict? Enlist
ChatGPT then.

Mar 29, 2023

Source: Google News
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~ What is Al Auditing?

Al audit refers to evaluating Al systems to ensure they
work as expected without bias or discrimination and
are aligned with ethical and legal standards.

Source: unite.ai

Al auditing is the research and practice of assessing,
mitigating, and assuring an algorithm’s safety, legality,
and ethics.

Source: holisticai.com




Why Al Auditing?
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Fairness/Bias issues in Al predictions
Explainability/Transparency of Al predictions
Transparency in Data collection, usage and sharing
The question of Al accountability

Al in crucial sectors like healthcare and legal

I Cost of error in making high stake decisions
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Lawyer apologizes for fake court citations from ChatGPT

The meteoric rise of ChatGPT is shaking up multiple industries — including law. A lawyer

for a man suing Avianca Airlines apologized in...

QZ Quartz

A US attorney faces punishment for citing fake cases
ChatGPT fed him

A US attorney is now “greatly regretting” his decision to trust OpenAl's ChatGPT in a

litigation process. Steven Schwartz will be charged in...

Source: Google News



Why Al Auditing?

Tech policy / Al Ethics

Al is sending people tojail
—and getting it wrong

Using historical data to train risk assessment tools could mean that
machines are copying the mistakes of the past.
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Source: Google News
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Tech policy / Al Ethics

Alis sending people toja
—and getting it wrong

Using historical data to train risk assessment tools could mean t
machines are copving the mistakes of the past.

Original Result

gD
What a machine learning tool that turns Obama

white can (and can't) tell us about Al bias

A striking image that only hints at a much bigger problem

o 4

0 20 5D 7O WD O 1000

Source: Google News
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Source : https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-
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Source : https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-
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Hallucination

Numbers marked in red are wrong, ChatGPT imagines them.

[Bang et al., 2023 #$%&& ' ()*+.-(.&#/0&1231,34312 §/0
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Auditing Al — Existing Frameworks

Control Objectives for Information and Related
Technologies (COBIT) Framework

a. Governance and management of enterprise information and

technology
b. Inclusion of process descriptions, base practices, and outcomes

for IT systems in general

COSO ERM Framework

a. Risk management and governance
b. Strategy, performance, review, communication, and 20 key
principles

Source: censius.ai
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Auditing Al — Existing Frameworks

1A Al Auditing Framework

a. Data quality, performance, Al competency, infrastructure,
resilience, and ethics
b. Strategy, governance, and the human factor

US Government Accountability Office Al
Framework

a. Data, Performance, Monitoring and Governance

Source: censius.ai



Factors to audit in Al
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Stages to consider:

1. Design & Development
2. Deployment
3. Monitoring

4. General Ethics (Across stages)
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Factors to audit in Al

Stage 1: Design & Development

Data Performance

Collection & Test set for validation

Participation/Representation Integrity

Privacy & Consent Effectiveness & Robustness

Cleaning & Processing Can be arbitrarily brittle on unseen

Security data!
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Considerations & Questions

Data

I Was consent taken for collection of private data?

| Has data been preprocessed and anonymized?

I Is the training set well represented?

I Is the data stored and used securely?

I Are policies regarding data usage and data sharing clear and

ethical?
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Ofbuild Als that could detect toxic language like hate speech to help remove it
from their platforms. The premise was simple: feed an Al with labeled examples
of violence, hate speech, and that tool could learn to detect those forms of toxicity
in the wild.O

OEhe suffered from recurring visions after reading [E]. OThat was torture,O he
said. OYou will read a number of statements like that all through the week. By the
time it gets to Friday, you are disturbed from thinking through that picture.O



Factors to audit in Al

Stage 2: Deployment

Performance

Effectiveness & Robustness

Metrics

Efficiency (Time, Space &

Infrastructure)

Interpretability

Explainability
I Transparency and

understandability

a2 CeRAI
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Human -in-the -loop

Feedback & Override

Effective alignment

Group of humans and their

representation




(& CeRAI

Centre for Responsible Al

Considerations & Questions

Performance

I Metrics
a. What are the scores used to indicate performance?
b. Do the portrayed score indicate general good performance?
c. Other metrics to indicate bias and fairness

d. Are the metrics measurable?
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Considerations & Questions

Performance

' Integrity
a. How sensible/authentic are the generated predictions?

b. How valid are statements generated by technologies like Generative

Al?
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Considerations & Questions

Robustness

I Test Set
a. How was the test set constructed?
b. Isita good test set with adequate representation?

c. What are the limits of applicability of the model?




(& CeRAI

Centre for Responsible Al

Considerations & Questions

Robustness

I Robust to attacks
a. Do the models resist adversarial attacks?
b. Has the model been trained to work with tainted inputs?

c. The model needs to have mechanisms to detect targeted attacks!
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Considerations & Questions

Understandability

I Interpretability

a. How complex is the model?

b. Can the working of the model be understood by domain experts?
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Considerations & Questions

Understandability

1 Explainability
a. Are explanations provided?
b. Explanations should convey OWhat are the reasons for the predictions

generated?0

c. Are the explanations understood by the domain experts?
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Stage 3: Monitoring
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Human -in-the -loop

Monitoring

Feedback & Override

Effective alignment

Group of humans and their

representation

Social Impact

Fairness & Bias issues
I Grievance portal & support to

voice feedback

Model Monitoring

I Model Re -calibration
I Model retraining

! Performance Drift
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Considerations & Questions

Monitoring

I Performance Drift
a. Has the model shown any bias/fairness towards or against a group of
users/citizens?
b. Is there options for users to report if Al system has been unfair to them?

c. Isthe system capable of re -training or re -calibrating to incorporate data drift?

- Cannot be continuously trained in deployment!
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Considerations & Questions

Monitoring

I Human(s)-in-the-loop
a. Are there humans in the loop to monitor the model performance?
b. Can the humans intervene to align the model to expectations?

c. Are the humans in the loop qualified personnel?

d. Are the pool of humans in the loop well represented?
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General Ethics (Across Stages)

I Data Privacy, Security & Sharing policies

I Fair, Equitable & Transparent Decision Making
1 Protection of rights and society

1 Accountability for Al system'’s decisions

I Sustainable Development
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Thank You!

Open to Questions



